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Abstract
Developing efficient data-driven applications, primarily using deep learning, re-
quires access to large and diverse datasets. However, sharing and collecting
sensitive data is extremely challenging due to privacy, ethical, and legal concerns.
To address these challenges, we present TripleBlind, a practical privacy-preserving
framework for creating and consuming data-driven applications from decentralized
data and algorithms. TripleBlind provides a set of automated, high-level APIs
that enable (1) extracting conclusions from remote data without moving it outside
the owner’s firewall, (2) training sophisticated AI models from decentralized data,
and (3) consuming trained models for secure and efficient inference-as-a-service
without compromising the privacy of either the model or the data. We focus in this
tool demo on two tasks: First, we train a ResNet-34 model using decentralized
medical image data without "seeing" the raw data. Second, we utilize our secure
multi-party computation protocol to run real-time inference over the public Internet.

1 Motivation
Artificial intelligence (AI), especially deep learning, has led to significant advances in an ever-growing
number of domains [2, 6]. This success heavily relies not only on the availability of large amounts
of data but also its diversity–which is critical for training high-performance, fair, and generalizable
models. For example, a recent study [3] that investigated more than 400 models for detecting COVID-
19 determined that each one of them was fatally flawed. It found that the majority of the models
were trained on small, single-origin samples with limited diversity. The study concluded that it is
imperative to develop efficient and semi-automated data exchange and processing pipelines to ensure
easy and rapid access to high-quality, diverse data without compromising its privacy. Therefore,
there exist pressing demands for sharing multi-institutional and even multi-national data to build
reliable data-driven applications. However, it is still profoundly challenging to share and utilize such
sensitive data due to privacy, ethical, and legal concerns [1, 8, 10, 12, 13, 17].

Prior work. To address private data sharing challenges, Federated Learning (FL) [7] and Split
Learning (SL) [14] were developed to train models on decentralized data without the need to centrally
store it. Compared to FL, SL reduces the communication and computation overhead by splitting the
model into two parts distributed between the data owner (client) and the consumer (server) and only
exchanges the output of one layer between the two instead of the entire model. However, SL trains
the model sequentially among the clients, leading to impractical training times.
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To address inference-as-a-service privacy challenges, several studies suggested the use of crypto-
graphic methods, most notably fully-homomorphic encryption (FHE) [4] and secure multi-party
computation (MPC) [16]. However, the significant computational overhead of FHE and its limited
support for many functions (e.g., sigmoid) make it unsuitable for real-world applications [9]. In
contrast, secure MPC-based inference methods have illustrated some promising results [5, 11, 15].

Overall, existing privacy-preserving methods face two main challenges: (1) they introduce computa-
tional overhead and (2) they lack proper tool support; for instance, the complexity of secure MPC
techniques and absence of tool support put them out of reach for most machine learning practitioners.

2 The technology demonstrated: TripleBlind

TripleBlind is a privacy-preserving framework for building and consuming data-driven applications.
It provides a set of automated, high-level APIs that enable (1) extracting conclusions from remote
data without moving it outside the owner’s firewall, (2) training AI models on decentralized data, and
(3) utilizing trained models for efficient inference-as-a-service without compromising the privacy of
either the model or the data. Through TripleBlind, we aim to advance the state-of-the-art of privacy-
preserving methods and provide them via a set of simple and user-friendly APIs. A video demo
highlighting the main features of TripleBlind is located at www.tripleblind.ai/neurips2021

The elements of novelty We introduce and illustrate in this demo three contributions:

Blind Learning (BL). A decentralized training approach built on top of Split Learning. It introduces
several novelties over FL and SL. BL splits the model between the server and clients, and thus
it provides two advantages over FL. First, it reduces the communication overhead since it only
exchanges a single layer of outputs between the clients and the server. Second, it reduces the
computational requirements at the clients since they train only one part of the model compared to the
entire model in FL. Compared to SL, our approach trains the clients’ models in parallel leading to
more efficient training times. Most importantly, BL addresses direct data leakage by augmenting the
utility loss function with a distance correlation metric that optimizes the client-side models to prevent
sharing unnecessary information with the server, hindering data reconstruction attacks.

Privophy. A secure MPC library that introduces several cryptographic primitives and protocols
to evaluate any arbitrary function. Secure MPC enables two or more parties to jointly compute a
function over their input data without revealing their data to each other. We focus in this demo on our
secure MPC inference for neural networks, and we particularly illustrate, through the live demo, the
efficiency and ease-of-use of our encrypted inference service. Some preliminary results on Privophy’s
performance compared to the current state-of-the-art techniques are listed on the demo website.

Software Development Kit (SDK). A toolset that provides complete scripting control of our services,
including Blind Learning and Privophy. It is installed on the end user’s device (e.g., a data scientist’s
workstation) to manage the organization’s assets (e.g., data and models) or to operate on other
organizations’ assets for training, inferences, or analysis. The SDK supports Python, R, and provides
command-line utilities to interface with the rest of the ecosystem. The audience will interact with our
system using some SDK scripts provided in Jupyter notebooks, as we explain in the following.

3 Demo plan

Our demo will take place in the following order:
(1) Motivate the overall work and the need for systems like TripleBlind
(2) Explain the underlying methodology of Blind Learning and Privophy
(3) Illustrate the usage of our toolset using a live example in a Jupyter notebook to train an image
classifier using the CIFAR-10 dataset (distributed over three remote machines). The purpose here is
to teach the audience how to interact with TripleBlind
(4) Invite the audience to interact with our system. More details are below.
(5) Answer the audience questions while they interact with our system.

Audience interaction details. We will invite members of the audience to interact with our system.
The participants will play one of two roles: (1) a data scientist that trains a model using remote
decentralized datasets owned by other organizations or (2) a data owner that wishes to produce
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predictions of their data using a remote model owned by another organization. In both cases, the
participants will run the examples in a real setup over the public Internet. The datasets and models
will be placed on individual Google Cloud instances representing different organizations.

The participants will be given access to Jupyter notebooks running online. The notebooks will
present four tasks: image classification, tabular data classification, multi-modal (images and text)
classification, and a remote inference task. The notebooks will be pre-loaded with the scripts necessary
to run these tasks. Nevertheless, the audience will have complete freedom to experiment with our
APIs, e.g., change the hyperparameters, datasets, and architecture. The notebooks are also available
at the moment for the reviewers (please visit the demo site).
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